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1
Decision/action requested

This contribution proposes a solution to key issue #4 on location veracity.
2
References

[1]
3GPP TR 33.854 v0.1.0 “Study on security aspects of Unmanned Aerial Systems (UAS)” – (S3-202159)
3
Rationale

Key issue #4 raises the concern that a UAV may provide false location information to the UTM/USS. The solution simply provides a means for the UTM/USS to obtain location information on the UAV directly from the PLMN. The UAV will not be able to falsify such PLMN provided location information is from network-based location methods. 
4
Detailed proposal

It is proposed that SA3 approve the following pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.X
Solution #X: Obtaining UAV location information from the PLMN
6.X.1
Solution overview
This solution addresses Key issue #4: Location Information veracity.
6.X.2
Solution details
The solution proposes to use the currently supported location service to provide network-based location information to the UTM/USS.
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Figure 6.X.2-1: Obtaining UAV location information from the PLMN
Step 1-3 shows the procedure for the UTM/USS to obtain a network-based location for the UAV.
1.
The UTM/USS sends the location request to UFES to request the UAV location from network. The UTM/USS includes the relevant identity of the UAV. 
Editor’s Note: More detailed information on interaction between UTM/USS and UFES (or NFs) is FFS.
2.
UFES uses the provided identity to obtain the identities needed to request location from the rest of the network. UFES gets the UAV location from AMF or GMLC by the current location services supported by AMF or GMLC.
3.
UFES provides the UAV location information to UTM/USS for the relevant UAV. UTM/USS can use the output received at step 3 to verify the location reported by the UAV.
A similar solution is possible when the UAV is connected to EPS. 
6.X.3
Solution evaluation 

TBD
**** END OF CHANGES ****
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